
 

 
The Oaks CP School ~ E-Safety and Internet Policy- (Online Policy) 

 
 

Scope of the Policy 
 
This policy applies to all members of the school community (including staff, students / 
pupils, volunteers, parents / carers, visitors, community users) who have access to 
and are users of school ICT systems, both in and out of the school. 
 
The Education and Inspections Act 2006 empowers Head teachers to such extent as is 
reasonable, to regulate the behaviour of pupils when they are off the school site and 
empowers members of staff to impose disciplinary penalties for inappropriate 
behaviour. This is pertinent to incidents of cyber-bullying, or other online incidents 
covered by this policy, which may take place outside of the school but is linked to 
membership of the school.  The 2011 Education Act increased these powers with regard 
to the searching for and of electronic devices and the deletion of data. In the case of 
both acts, action can only be taken over issues covered by the published Behaviour 
Policy. The school will deal with such incidents within this policy and associated 
behaviour and anti-bullying policies and will, where known, inform parents / carers of 
incidents of inappropriate online behaviour that take place out of school. 
 

Introduction and Rationale 
This policy outlines our purpose in providing e-mail facilities and access to the internet at 
The Oaks Primary School and explains how school is seeking to avoid the potential 
problems that relate to using the internet or being online. 
The School’s E-Safety policy incorporates the Internet Policy to reflect the need to raise 
awareness of the safety issues associated with information systems and electronic 
communications as a whole. 
E-Safety encompasses not only Internet technologies but also electronic communications 
such as mobile phones and wireless technology. It highlights the need to educate children 
and young people about the benefits, risks and responsibilities of using information 
technology and being online. It safeguards and raises awareness to enable users to 
control their online experiences. 
The Internet is an unmanaged, open communications channel. The World Wide Web, e-
mail, blogs and social networking all transmit information using the Internet’s 
communication infrastructure internationally at low cost. Anyone can send messages, 
discuss ideas and publish material with little restriction. These features of the Internet 
make it an invaluable resource used by millions of people every day. Much of the 
material on the Internet is published for an adult audience and some is unsuitable for 
pupils. In addition, there is information on weapons, crime and racism, access to which 
would be more restricted elsewhere. Pupils must also learn that publishing personal 
information could compromise their security and that of others. We aim to protect 
ourselves by making it clear to pupils, staff and visitors that the use of school equipment 
for inappropriate reasons is “unauthorised”. However, we are aware that a disclaimer is 
not sufficient and that the school needs to ensure that all reasonable actions have been 
taken and measures put in place to protect users. 
 
What does electronic communication include? 

• Internet collaboration tools: social networking sites and blogs 
• Internet research: websites, search engines and web browsers 
• Mobile phones  
• Internet communications: e-mail and messenger 
• Webcams and videoconferencing 
• Wireless games consoles 
• Ipads-facetime, online communication and collaboration 

 
Possible risks to pupils and staff: 

• Receiving and sending inappropriate content 
• Predation and grooming 



 
• Requests for personal information 
• Viewing ‘incitement’ sites 
• Bullying and threats 
• Identity theft publishing inappropriate content 
• Online gambling 
• Misuse of computer systems 
• Publishing personal information 
• Hacking and security breaches 
• Corruption or misuse of data 

 

 
The benefits of internet access and being online 

• Providing access to the internet in school raises educational standards and supports the 
professional work of staff.  

• Increased engagement from children when using technology 
• Teachers and pupils will have access to web sites world-wide offering educational 

resources, news and current events. 
• Online collaboration tools offer a purpose to learning  
• There are opportunities to communicate and exchange information with pupils and others 

world-wide.  
• Staff have the opportunity to access educational materials and good curriculum practice, 

to communicate with the advisory and support services, professional associations and 
colleagues; exchange curriculum and administration data with the LA. 

• The internet is also used to enhance the school’s management information and business 
administration systems.  

 
 
 
  
 

Internet and Online Safety 
At The Oaks we take every practical measure to ensure that children do not encounter 
upsetting, offensive or otherwise inappropriate material on the internet. The following key 
measures have been adopted to help ensure that our pupils are not exposed to unsuitable 
material:  

• Our internet access is purchased from Bolton Council which provides a service designed 
for pupils including a "firewall" filtering system intended to prevent access to material 
inappropriate for children this is applicable on school computers and laptops.   

• Staff check that the sites pre-selected for pupil use are appropriate to the age and 
maturity of pupils.   

• Staff are particularly vigilant when pupils are undertaking their own search and will check 
that the children are following the agreed search plan.  

• Pupils are specifically taught to use to be online and use the internet responsibly in order 
to reduce the risk to themselves and others.  

• The Computing Lead monitors the effectiveness of internet access strategies and 
ensures that random checks are made on files. 

• Methods to quantify and minimise the risk of pupils being exposed to inappropriate 
material are reviewed in consultation with colleagues from other schools and advice from 
the LA, our Internet Service Provider and the DCFS. 

• Pupils are taught to inform a member of staff immediately if they encounter any material 
that makes them feel uncomfortable.  

• Virus protection is installed and updated regularly by the school technician. 
• Use of portable media such as USB memory sticks and CD-ROMs is regularly reviewed 

and unless absolutely necessary remote access will be used to access, save, store and 
transfer files. Portable media requires specific permission and a virus check by the 
school technician, Computing lead or Head teacher. 



 
• Children are taught about how to keep themselves safe whilst online and on the internet 

through various E-Safety measures using the ‘SMART’ rules to keep safe online.  
• When using Ipads the ‘firewall’ filtering system does not apply however the ICT 

Technician can create specific proxy settings to ensure that there are some aspects of 
the iPads controlled. In the case of the unfiltered iPads, children’s access to the internet 
is monitored, suitable sites are suggested by class teachers and foremost children are 
aware and understand how to be online and use the internet safely and appropriately 
through consistent and effective E-safety teaching and application. Children understand 
what to do if they see something inappropriate on the internet; they close the screen and 
report it immediately to a trusted adult within school.   
 

Policy Statements 
 
Education – students / pupils  
Whilst regulation and technical solutions are very important, their use must be 
balanced by educating pupils to take a responsible approach.  The education of pupils in 
online safety is therefore an essential part of the school’s online provision. Children and 
young people need the help and support of the school to recognise and avoid online 
risks and build their resilience. 
 
Online safety should be a focus in all areas of the curriculum and staff should reinforce 
online safety messages across the curriculum. The Online safety curriculum should be 
broad, relevant and provide progression, with opportunities for creative activities and will 
be provided in the following ways:  
 

• A planned online safety curriculum should be provided as part of Computing / 
PHSE / other lessons and should be regularly revisited  

• Key Online safety messages should be reinforced as part of assemblies and 
specific Online safety days such as Safer Internet Day 

• Pupils should be taught in all lessons to be critically aware of the materials / 
content they access on-line and be guided to validate the accuracy of 
information. 

• Pupils should be taught to acknowledge the source of information used and to 
respect copyright when using material accessed on the internet 

• Pupils should be helped to understand the need for the pupil Acceptable Use 
Policy (AUPs) and encouraged to adopt safe and responsible use both within and 
outside school 

• Staff should act as good role models in their use of digital technologies, the 
internet and mobile devices 

• In lessons where internet use is pre-planned, it is best practice that pupils should 
be guided to sites checked as suitable for their use and that processes are in 
place for dealing with any unsuitable material that is found in internet searches.  

• Where pupils are allowed to freely search the internet, staff should be vigilant in 
monitoring the content of the websites the children visit. It is accepted that from 
time to time, for good educational reasons, students may need to research topics 
(e.g. racism, drugs, and discrimination) that would normally result in internet 
searches being blocked. In such a situation, staff can request that the ICT 
Technician or Computing Lead can temporarily remove those sites from the 
filtered list for the period of study with permission from the Head Teacher. Any 
request to do so, should be auditable, with clear reasons for the need.   

 
Education – parents / carers  
 
Many parents and carers have only a limited understanding of the online risks and 
issues, yet they play an essential role in the education of their children and in the 
monitoring of the children’s on-line behaviours. Parents may underestimate how often 
children and young people come across potentially harmful and inappropriate material 
on the internet and may be unsure about how to respond.  We believe that it is 



 

essential for parents/ carers to be fully involved with promoting E-Safety both in and 
outside of school and also to be aware of their responsibilities.  We seek to promote 
a wide understanding of the benefits related to ICT and being online and associated 
risks with E-Safety with our parents/ carers 

The school will therefore seek to provide information and awareness to parents and 
carers through:  
• Curriculum activities 
• Letters, newsletters, web site 
• Parents / Carers evenings / sessions 
• High profile events / campaigns e.g. Safer Internet Day 
• Reference to the relevant web sites on the schools website 
 
Parents/ carers are asked to read through and sign acceptable use agreements with 

their child on admission to school and each new school year. They are also 
required to make a decision as to whether they consent to images of their child 
being taken and used in the public domain. In addition Parents/carers are 
expected to sign a Parent/ Carer Acceptable Use Policy Agreement about their 
own use of digital images and videos at, or of school events. 

 
 
 
 
Education & Training – Staff / Volunteers 
 
It is essential that all staff receive E-Safety training and understand their 
responsibilities, as outlined in this policy. Training will be offered as follows:  
 

• A planned programme of formal and informal online safety training will be made 
available to staff. This will be regularly updated and reinforced. An audit of the 
online training needs of all staff will be carried out regularly.  It is expected that 
some staff will identify E-Safety as a training need within the performance 
management process. 

• All new staff should receive online safety training as part of their induction 
programme, ensuring that they fully understand the school online safety policy 
and Acceptable Use Agreements.  

• Safeguarding and Computing lead will receive regular updates through 
attendance at external training events and by reviewing guidance documents 
released by relevant organisations. 

• This E-Safety safety policy and its updates will be presented to and discussed by 
staff in staff meetings. 

• Safeguarding and Computing lead provide advice /guidance/ training to individuals 
as required.   

• All staff have been made aware of individual responsibilities relating to the 
safeguarding of children within the context of online safety and safety when 
using ICT devices and know what to do in the event of misuse of technology by 
any member of the school community  

 
Security of the ICT network 
We are aware that connection to the internet and being online significantly increases the 
risk that a computer or a computer network may be infected by a virus or accessed by 
unauthorised persons. The ICT technician up-dates virus protection regularly, keeps up-
to-date with ICT news developments and works with the LA and Internet Service Provider 
to ensure system security strategies to protect the integrity of the network are reviewed 
regularly. 

 
 



 

Technical – infrastructure / equipment, filtering and monitoring   
 
The school will be responsible for ensuring that the school network is as safe and 
secure as is reasonably possible and that policies and procedures approved within this 
policy are implemented.  It will also need to ensure that the relevant people named in 
the above sections will be effective in carrying out their Online responsibilities:  

• School technical systems will be managed in ways that ensure that the school 
meets recommended technical requirements  

•    There will be regular reviews and audits of the safety and security of school 
technical systems 

•         Servers, wireless systems and cabling must be securely located and 
physical access  restricted 

• All users will have clearly defined access rights to school technical systems and 
devices.  

• All users will be provided with a username and secure password by (the ICT 
Technician and the Computing Lead) who will keep an up to date record of users 
and their usernames. Users are responsible for the security of their username 
and password.  

• The “master / administrator” passwords for the school ICT system, used by the 
ICT Technician must also be available to the Head teacher and kept in a secure 
place. 

• The ICT Technician is responsible for ensuring that software licence logs are 
accurate and up to date and that regular checks are made to reconcile the 
number of licences purchased against the number of software installations  

• Internet access is filtered for all users. Illegal content (child sexual abuse 
images) is filtered by the broadband or filtering provider by actively employing 
the Internet Watch Foundation CAIC list.  Content lists are regularly updated 
and internet use is logged and regularly monitored. There is a clear process in 
place to deal with requests for filtering changes (see Education – students / 
pupils section)  

• The school has provided enhanced / differentiated user-level filtering (allowing 
different filtering levels for different groups of users – staff / pupils.) 

• The ICT Technician and Computing Lead are able to monitor and record the 
activity of users on the school technical systems and users are made aware of 
this in the Acceptable Use Agreement.  

• An appropriate system is in place (see Agreed procedures for unsuitable internet 
access or use)for users to report any actual / potential technical incident / 
security breach  to the relevant person, as agreed. 

• Appropriate security measures are in place (see Agreed procedures for unsuitable 
internet access or use)  to protect the servers, firewalls,  routers,  wireless 
systems,  work stations, mobile devices etc. from accidental or malicious attempts 
which might threaten the security of the school systems and data. These are tested 
regularly. The school infrastructure and individual workstations are protected by up 
to date virus software. 

• An agreed policy is in place where ‘guests’ use a temporary log in for school 
network systems for the provision of temporary access of “guests” (e.g. trainee 
teachers, supply teachers, visitors) onto the school systems. 

• An agreed policy is in place (see School ICT Equipment including Portable & 
Mobile ICT Equipment & Removable Media)that allows staff to / forbids staff from 
downloading executable files and installing programmes on school devices.  

• An agreed policy is in place (see School ICT Equipment including Portable & 
Mobile ICT Equipment & Removable Media) regarding the use of removable media 
(e.g. memory sticks / CDs / DVDs) by users on school  devices. Personal data 
cannot be sent over the internet or taken off the school site unless safely 



 

encrypted or otherwise secured. (see School Personal Data Policy Template in the 
appendix for further detail)  



 

E-Safety in the Curriculum 
 
ICT and online resources are increasingly used across the curriculum.  We believe it is 
essential for E-Safety guidance to be given to the pupils on a regular and meaningful 
basis. E-Safety is embedded within our curriculum and we continually look for new 
opportunities to promote E-Safety 

• The school has a framework for teaching internet skills in Computing/ PSHE 
lessons. 

•  The school provides opportunities within a range of curriculum areas to teach 
about E-Safety 

• Educating pupils on the dangers of technologies that may be encountered 
outside school is done informally when opportunities arise and as part of the 
Computing curriculum 

• Pupils are taught about copyright and respecting other people’s information, 
images, etc through discussion, modeling and activities 

• Pupils are aware of the impact of Cyberbullying and know how to seek help if 
they are affected by any form of online bullying.  Pupils are also aware of 
where to seek advice or help if they experience problems when using the 
internet and related technologies; i.e. parent/ carer, teacher/ trusted staff 
member, or an organisation such as Childline or  CEOP report abuse button 

• Pupils are taught to critically evaluate materials and learn good searching 
skills through cross curricular teacher models, discussions and via the 
Computing curriculum 

• E-Safety information is available for children and parents on the school 
website with links to further information. Children are all taught how to use 
the CEOP button correctly and a link to this is provided on our school 
website. 

• Assemblies are also used where necessary to deliver E-Safety information 
and updates   

 
Breaches  

A breach or suspected breach of policy by a school employee, contractor or pupil 
may result in the temporary or permanent withdrawal of School ICT hardware, 
software, online access or services from the offending individual.  

Any policy breach is grounds for disciplinary action in accordance with the School 
Disciplinary Procedure. 

Policy breaches may also lead to criminal or civil proceedings.  

 
Agreed procedures for unsuitable internet access or use: 
 
The procedure agreed with all staff on what to do, and how to handle the situation with 
pupils is as follows: 

1.   Close or minimise any unsuitable image or window immediately.  
2.Don’t try to navigate away.  
3. If pupils have seen the page, talk to them about what has happened, and 

reassure them.  
4.Later, investigate the history of visited sites and how the pupil got there. 
5. Report all incidents as soon as possible to the Senior Leadership Team, who will 

determine the circumstances behind an incident, and consequently what further 
action may be required. 

6. Where necessary Parents will be contacted to discuss the incident. 



 
7.Access by pupils may be limited or removed for a period of time until the matter 

is dealt with or as a sanction for deliberate misuse.  
8. The Computing Leader will be informed and will report the URL (address) and 

content to the Internet Service Provider and the LA; if it is thought that the 
material is illegal, after consultation with the Internet Service Provider and LA, 
the site will be referred to the Internet Watch Foundation and the police.  

 
Responding to incidents of misuse 
This guidance is intended for use when staff need to manage incidents that involve the 
use of online services. It encourages a safe and secure approach to the management 
of the incident.  Incidents might involve illegal or inappropriate activities. 
  
Illegal Incidents  
 
If there is any suspicion that the web site(s) concerned may contain child abuse 
images, or if there is any other suspected illegal activity, refer to the right hand side of 
the Flowchart see policies file school_OnlineSafety Reporting Flowchart September 17 
for responding to online safety incidents and report immediately to the police.  
 
Other Incidents  
 
It is hoped that all members of the school community will be responsible users of 
digital technologies, who understand and follow school policy. However, there may be 
times when infringements of the policy could take place, through careless or 
irresponsible or, very rarely, through deliberate misuse.   
 
In the event of suspicion, all steps in this procedure should be followed: 
 
Have more than one senior member of staff involved in this process. This is vital to 
protect individuals if accusations are subsequently reported. 
 
Conduct the procedure using a designated computer that will not be used by young 
people and if necessary can be taken off site by the police should the need arise. Use 
the same computer for the duration of the procedure. 
It is important to ensure that the relevant staff should have appropriate internet access 
to conduct the procedure, but also that the sites and content visited are closely 
monitored and recorded (to provide further protection).  
 
Record any site containing the alleged misuse and describe the nature of the content 
causing concern. It may also be necessary to record and store screenshots of the 
content on the machine being used for investigation. These may be printed, signed and 
attached to the form (except in the case of images of child sexual abuse) 
Once this has been completed and fully investigated the group will need to judge 
whether this concern has substance or not. If it does then appropriate action will be 
required and could include the following: 
•  Internal response or discipline procedures 
•  Involvement by Local Authority or national / local organisation (as relevant).  
•  Police involvement and/or action 
If content being reviewed includes images of Child abuse then the monitoring should be 
halted and referred to the Police immediately. Other instances to report to the police 
would include: 

• incidents of ‘grooming’ behaviour 
•  the sending of obscene materials to a child  
• adult material which potentially breaches the Obscene Publications Act  
• criminally racist material other criminal conduct, activity or materials.  

 
Isolate the computer in question. Any change to its state may hinder a later police 
investigation. 
 



 
It is important that all of the above steps are taken as they will provide an evidence 
trail for the school and possibly the police and demonstrate that visits to these sites 
were carried out for child protection purposes. The completed form should be retained 
by the group for evidence and reference purposes. 
 
School Actions & Sanctions  
 
It is more likely that the school will need to deal with incidents that involve inappropriate 
rather than illegal misuse. It is important that any incidents are dealt with as soon as 
possible in a proportionate manner, and that members of the school community are 
aware that incidents have been dealt with. It is intended that incidents of misuse will be 
dealt with through normal behaviour/disciplinary procedures. 
 
Incident Reporting  

Any security breaches or attempts, loss of equipment and any unauthorised use or 
suspected misuse of ICT must be immediately reported to the school’s Computing 
Lead and Head teacher. Additionally, all security breaches, lost/stolen equipment or 
data, virus notifications, unsolicited emails, misuse or unauthorised use of ICT and all 
other policy non-compliance must be reported to the Head Teacher or Computing 
Lead. 

Accessing the Internet using iPads 
When using the ipads there is not a filtering ‘firewall’ system. This is to manage the 
transition from locked down systems to more managed systems to help pupils 
understand how to manage risks; to provide them with richer learning experiences; and 
to bridge the gap between systems at school and the more open systems outside school. 
Children’s use of the internet when using the ipads is still monitored by teachers and 
children only access the internet when a teacher is present.  

 
If there is an incident in which a pupil is exposed to offensive or upsetting material the 
school will respond to the situation quickly and on a number of levels following the 
Agreed procedures for unsuitable internet access or use. Responsibility for handing 
incidents involving children will be taken by the Senior Leadership Team and all the 
teaching staff will be made aware of the incident.  The pupil's parents will be informed 
and given an explanation of the course of action the school has taken.  If staff or pupils 
discover unsuitable sites the Computing Lead will be informed and will report the URL 
(address) and content to the Internet Service Provider and the LA; if it is thought that 
the material is illegal, after consultation with the Internet Service Provider and LA, the 
site will be referred to the Internet Watch Foundation and the police.  

 
Responsibilities of school staff 
All Staff accept that the school can monitor network and Internet use to help ensure 
staff and pupil safety. 
Staff must be aware of dangers to themselves in managing ICT use, for instance in 
viewing inappropriate images to investigate their source.  
Any allegation of inappropriate behaviour must be reported to the Head Teacher and 
investigated in line with school policy, for the protection of all concerned - an innocent 
explanation may well exist. 
 
Communications 
The school website, E-mail, text messaging (SMS), Facebook, Twitter and Instant 
Messaging (eg MSN chat or Messenger) all provide possible additional channels of 
communication between staff and pupils and inappropriate behaviour can occur, or 
communications can be misinterpreted. Staff should therefore not use these systems to 
communicate with children or parents and should not use personal mobile phones to 
contact pupils or parents, unless off site and no other method is available such as during 
a school trip. Where available a school system or designated phone should be used. The 



 
school website can be used in the correct context in which it was designed, to 
communicate with children by extending their learning. 

 
Teaching E-Safety 
The Internet is now an integral part of children’s lives. As such we have a responsibility to 
actively teach E-safety to our pupils. 
We recognise in teaching E-safety that pupils need to understand that rules given to 
them must be followed.  

• Pupils need to learn safety rules in a way that does not frighten them and which 
gives them confidence to know what to do in certain situations.  

• Pupils need to understand that certain rules will change and develop as they get 
older. 

• Pupils need to learn how to apply strategies that will help them to avoid certain 
“risks” such that they need to plan ahead. 

 
In order to do this, teachers cover the guidelines for E-safety with their pupils during 
discreet teaching and as part of Computing embedded across the curriculum. These 
rules are displayed in classrooms (usually near any static computers) as a daily 
reminder to pupils and teachers. 
School materials are sourced from and supported by www.ThinkuKnow.co.uk  and links 
are provided on the school website for parents and children. 
 
Learning and Teaching 
Every child learns how to use the Internet to find and display information.  Older pupils 
are taught to use advance searching on suitable web search engines.  Children will 
access the internet to enhance their learning as part of their creative curriculum. Pupils 
accessing the internet are supervised by an adult, normally their teacher, at all times. 
Children are reminded about the dangers of the internet (age appropriate) and the rules 
of safety.  
Search engines: 
Teachers think very carefully about allowing primary pupils to use Internet wide search 
engines such as Google. Any search on laptops and computers is backed up by the LA’s 
filtering system, but this is not foolproof and teachers should carry out searches as part 
of their planning in advance to highlight any possible issues. 
However, they are aware that NO filter-based search engine is completely safe. 
Curriculum planning: 
Staff teach web search skills and strategies using search engines and we feel that 
children should have experiences of the ‘real world’ of the Internet in order to learn how 
to deal with it outside of school in what may be a less restrictive or safeguarded 
environment. 
Staff are aware that tasks can if necessary be planned that do not require an Internet-
wide search engine. When teaching search skills, BBC Schools offers a safe environment. 
The search box automatically restricts the search to the BBC Schools site. 
www.bbc.co.uk/schools 
 
School Website and E-mail 

• Pupils will learn how to use an e-mail application and be taught e-mail conventions. Staff 
and pupils will begin to use e-mail to communicate with others, to request and to share 
information.  

• It is important that communications with persons and organisations are properly 
managed to ensure appropriate educational use. Therefore pupils will only be allowed to 
use e-mail once they have signed an Acceptable Use Agreement suitable for their age 
and understand the importance of appropriate use.   

• Teachers will endeavor to ensure that these rules remain uppermost in the children's 
minds as they monitor children using e-mail; pupils may only send e-mail as part of 
planned lessons and will adhere to the Acceptable Use Policy .  
 
Children experience an age related, comprehensive curriculum for E-Safety enabling 
pupils to become safe and responsible users of technologies and the internet. We aim to 
work closely with all families to help them ensure that their children understand how to 



 
use new technologies safely and responsibly both at home and at school. We aim to 
make families more aware of the possible risks children face when using the internet. 
This is done through relevant material related to E-Safety on the school website, E-
Safety workshops for families and information sharing opportunities during target setting 
meetings.  
 

Passwords and Password Security 

Staff should always adhere to these following safety rules relating to passwords. 

• Always use your own personal passwords to access computer based 
services 

• Make sure you enter your personal passwords each time you logon. Do not 
include passwords in any automated logon procedures 

• Staff should change temporary passwords at first logon 
• Change passwords whenever there is any indication of possible system or 

password compromise 
• Do not record passwords on paper or in an unprotected file 
• Only disclose your personal password to authorised ICT support staff when 

necessary, and never to anyone else. Ensure that all personal passwords 
that have been disclosed are changed once the requirement is finished 

• User ID and passwords for staff and pupils who have left the School are 
removed from the system. 

• If you think your password may have been compromised or someone else 
has become aware of your password report this to the Computing Lead and 
Head Teacher. 

Password Security 

Password security is essential for staff, particularly as they are able to access and 
use pupil data. Staff are expected to have secure passwords which are not shared 
with anyone. The pupils are expected to keep their passwords secret and not to share 
with others, particularly their friends. Staff and pupils are regularly reminded of the 
need for password security. 

• All users read and sign an Acceptable Use Agreement annually to 
demonstrate that they have understood the school’s E-safety and Internet 
Policy (Online Policy) and Data Security.   

• Users are provided with an individual network, email and website log-in 
username.  

• Pupils are not allowed to deliberately access on-line materials or files on the 
school network, of their peers, teachers or others 

• Staff are aware of their individual responsibilities to protect the security and 
confidentiality of school network including ensuring that passwords are not 
shared and are changed if necessary.  Individual staff users must also make 
sure that workstations are not left unattended and are locked.   

• In our school, all Computing policies are the responsibility of the Computing 
Lead and all staff and pupils are expected to comply with the policies at all 
times. 

 

Safe Use of Images 

Taking of Images and Film 



 

Digital images are easy to capture, reproduce and publish and, therefore, misuse.  
We must remember that it is not always appropriate to take or store images of any 
member of the school community or public, without first seeking consent and 
considering the appropriateness.   

• With the written consent of parents (on behalf of pupils) and staff, the school 
permits the appropriate taking of images by staff and pupils with school 
equipment 

• Staff are not permitted to use personal digital equipment, such as mobile 
phones and cameras, to record images of pupils, this includes when on field 
trips.  

• Pupils are not permitted to use personal digital equipment, including mobile 
phones and cameras, to record images of the others, this includes when on 
field trips.  

 

Consent of Adults Who Work at the School 

• Permission to use images of all staff who work at the school is sought on 
induction and a copy is located in the personnel file 

 

Publishing Pupil’s Images 

The use of digital / video images plays an important part in learning activities. Pupils and 
members of staff may use digital cameras/iPads to record evidence of activities in 
lessons and out of school.  These images may then be used in presentations in 
subsequent lessons. Images may also be used to celebrate success through their 
publication in newsletters, school prospectus, on the school website, the schools 
Twitter feed and occasionally in the public media. 
 
The school will comply with the Data Protection Act and request parents / carers 
permission before taking images of members of the school.  We will also ensure that 
when images are published that the young people cannot be identified by the use of 
their names. This consent form is considered valid for the entire period that the child 
attends this school unless there is a change in the child’s circumstances where consent 
could be an issue, eg divorce of parents, custody issues, etc. Parents/ carers may 
withdraw permission, in writing, at any time.  Consent has to be given by both parents 
in order for it to be deemed valid. Pupils’ full names will not be published alongside their 
image and vice versa.  Before posting children’s images on the Internet, a check needs 
to be made to ensure that permission has been given for it to be displayed. 

Storage of Images 
• Images/ films of children are stored on the school’s network and Ipads.  
• Pupils and staff are not permitted to use personal portable media for storage 

of images (e.g., USB sticks). 
• Rights of access to this material are restricted to the teaching staff and 

pupils within the confines of the school network. 
• The Computing Lead has the responsibility of deleting the images when they 

are no longer required, or the pupil has left the school. 
 

School ICT Equipment including Portable & Mobile ICT Equipment & Removable 
Media 

School ICT Equipment  



 

• As users of ICT, staff are responsible for any activity undertaken on the 
school’s ICT equipment provided to you 

• As a school we log ICT equipment issued to staff and record serial numbers 
as part of the school’s inventory 

• All ICT equipment used is kept physically secure 

• Do not attempt unauthorised access or make unauthorised modifications to 
computer equipment, programs, files or data. This is an offence under the 
Computer Misuse Act 1990 

• Personal or sensitive data should not be stored on the local drives of desktop 
PCs.  

• Privately owned ICT equipment should not be used on a school network 

• On termination of employment, resignation or transfer, return all ICT 
equipment to the Computing Lead or Head Teacher. You must also provide 
details of all your system logons so that they can be disabled 

• All ICT equipment allocated to staff must be authorised by the Computing 
Lead or Head Teacher.  They  are responsible for: 

o maintaining control of the allocation and transfer within their Unit 
o recovering and returning equipment when no longer needed 

• All redundant ICT equipment is disposed of in accordance with Waste 
Electrical and Electronic Equipment (WEEE) directive and Data Protection Act 
(DPA) 

Portable & Mobile ICT Equipment 

This section covers such items as laptops and removable data storage devices. Please 
refer to the relevant sections of this document when considering storing or 
transferring personal or sensitive data 

• All activities carried out on School systems and hardware will be monitored in 
accordance with the general policy 

• Staff must ensure that all school data is stored on school’s network, and not 
kept on a laptop. 

• Equipment must be kept physically secure in accordance with this policy to 
be covered for insurance purposes. When travelling by car, best practice is to 
place the laptop in the boot of your car before starting your journey 

• Ensure ICT equipment is made available as necessary for anti-virus updates 
and software installations, patches or upgrades 

• The installation of any applications or software packages must be authorised 
by the Computing lead or ICT Technician, fully licensed and only carried out 
by the ICT Technician. 

• In areas where there are likely to be members of the general public, portable 



 

(Laptops and iPads) ICT equipment must not be left unattended and, 
wherever possible, must be kept out of sight 

• Portable equipment must be transported in its protective case if supplied 

 

Mobile Technologies  

Many emerging technologies offer new opportunities for teaching and learning 
including a move towards personalised learning and 1:1 device ownership for children 
and young people. Many existing mobile technologies such as gaming devices, mobile 
and Smart phones are familiar to children outside of school too.  They often provide a 
collaborative, well-known device with possible internet access and thus open up risk 
and misuse associated with communication and internet use.  Emerging technologies 
will be examined for educational benefit and the risk assessed before use in school is 
allowed.  Our school chooses to manage the use of these devices in the following 
ways so that users exploit them appropriately. 

Staff must ensure that they:  
•  At all times take care to ensure the safe keeping of personal data, minimising 
the risk of its loss or misuse. 
•  Use personal data only on secure password protected computers and other 
devices, ensuring that they are properly “logged-off” at the end of any session in 
which they are using personal data. 
•  Transfer data using encryption and secure password protected devices. 

 

Personal Mobile Devices (including phones) 
• The school allows staff to bring in personal mobile phones and devices for 

their own use within the staffroom.  Under no circumstances does the school 
allow a member of staff to contact a pupil or parent/ carer using their 
personal device 

• Pupils are allowed to bring mobile phones to school but must not use them 
for personal purposes within lesson time.   At all times the device must be 
switched onto silent and handed into the school office and collected at the 
end of the day. 

• The school is not responsible for the loss, damage or theft of any personal 
mobile device 

• The sending of inappropriate text messages between any member of the 
school community is not allowed 

• Staff bringing personal devices into school must ensure there is no 
inappropriate or illegal content on the device. 

 

Removable Media  

Personal Media must not be used to transfer or store personal, sensitive, confidential 
or classified information. If staff experience issue relating to obtaining access to the 
school network when not in school (using the secure remote access route) then when 
absolutely necessary staff are able to use removable media to save and transfer 



 

planning and resources. When doing so staff should only;   

• use recommended removable media 
• store all removable media securely 
• the data must be encrypted and password protected 
• the device must be password protected  
• the device must offer approved virus and malware checking software  
• the data must be securely deleted from the device once it has been 

transferred or its use is completed 

 
 
 
 
Data Protection 
 
Personal data will be recorded, processed, transferred and made available according to 
the Data Protection Act 1998 which states that personal data must be: 
• Fairly and lawfully processed 
• Processed for limited purposes 
• Adequate, relevant and not excessive 
• Accurate 
• Kept no longer than is necessary 
• Processed in accordance with the data subject’s rights 
• Secure 
• Only transferred to others with adequate protection. 
 
 
The school must ensure that: 
It will hold the minimum personal data necessary to enable it to perform its function 
and it will not hold it for longer than necessary for the purposes it was collected for.  
Every effort will be made to ensure that data held is accurate, up to date and that 
inaccuracies are corrected without unnecessary delay.  
All personal data will be fairly obtained in accordance with the “Privacy Notice” and 
lawfully processed in accordance with the “Conditions for Processing”.  
It has a Data Protection Policy  
It is registered as a Data Controller for the purposes of the Data Protection Act (DPA) 
 
 
Responsible persons are appointed / identified - Senior Information Risk Officer (SIRO) 
and Information Asset Owners (IAOs) Risk assessments are carried out 
It has clear and understood arrangements for the security, storage and transfer of 
personal data 
Data subjects have rights of access and there are clear procedures for this to be 
obtained 
There are clear and understood policies and routines for the deletion and disposal of 
data 
There is a policy for reporting, logging, managing and recovering from information risk 
incidents 
There are clear Data Protection clauses in all contracts where personal data may be 
passed to third parties 
There are clear policies about the use of cloud storage / cloud computing which ensure 
that such data storage meets the requirements laid down by the Information 
Commissioner’s Office.  
 
 
E-safety for pupils with additional needs 
There are certain aspects of E-safety that are particularly challenging for pupils with 
additional needs and children who we may consider to be vulnerable in this learning 
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context. Pupils have individual needs that may present a range of issues when teaching 
E-safety but some common difficulties that we are aware of may be: 

• They may be still developing their social understanding of safety and so may 
relate better to strategies used with younger children. 

• They are likely to find it hard to apply the same rules in different situations. 
• Most safety principles rely on children being able to explain what happened or to 

ask for help, some children may have poor recall and difficulties with learning 
through experience. 

 
In these circumstances the way in which E-Safety is managed depends on the child. 
Material will be selected which is appropriate and will be decided by the child’s teacher. 
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